


• Note: Unless otherwise specified, MPLS VPN in this document indicates BGP/MPLS IP 
VPN.







• The advantages of MPLS VPN include but are not limited to the following:

▫ One-hop access and network-wide connectivity can be implemented, and 

heterogeneous media interconnection is supported. Unlike the traditional leased 
line, which uses the same medium for a connection between each pair of user 

devices, the MPLS VPN can provide universal services conveniently.

▫ Elastic bandwidth can be implemented. Traffic policing technology is used to 

ensure the required minimum bandwidth of users and implements best effort 
scheduling for burst traffic. In addition, the basic bandwidth can be soft 

expanded. That is, the basic bandwidth can be expanded within a range based on 
user requirements.

▫ The MPLS VPN technology ensures the dedicated bandwidth of each VPN to 

meet the requirements of different users, traffic models, and QoS of various 
services.













• RFC 2547 defines three inter-AS VPN solutions:

▫ Inter-AS VPN Option A (inter-provider backbones Option A) mode: The inter-AS 

VPN manages its own VPN routes through dedicated interfaces between AS 
boundary routers (ASBRs). This mode is also called VRF-to-VRF.

▫ Inter-AS VPN Option B (inter-provider backbones Option B) mode: ASBRs use 
MP-EBGP to advertise labeled VPNv4 routes. This mode is also called EBGP 

redistribution of labeled VPN-IPv4 routes.

▫ Inter-AS VPN Option C (inter-provider backbones Option C): PEs use multi-hop 

MP-EBGP to advertise VPNv4 routes, which are also called multi-hop EBGP 
redistribution of labeled VPN-IPv4 routes.

• For more information about inter-AS MPLS VPN, see materials of the related HCIE-
Datacom courses.





• Note: This course describes only the non-inter-AS MPLS VPN deployment.















• Note: 192.168.100.1 and 192.168.200.1 are the IP addresses of the interfaces on CE1 
and CE3, respectively, that are used to set up the BGP peer relationship with PE1.











• The process of advertising routes from Spoke-CE1 to Spoke-CE2 is as follows:

1. Spoke-CE1 advertises a route to Spoke-PE1 through EBGP.

2. Spoke-PE1 advertises the route to the Hub-PE through IBGP.

3. The Hub-PE imports the route into the VPN_in routing table through the import 

RT attribute of the VPN instance (VPN_in), and then advertises the route to the 
Hub-CE through EBGP.

4. The Hub-CE learns the route through the EBGP connection and advertises the 
route to the VPN instance (VPN_out) of the Hub-PE through another EBGP 
connection.

5. The Hub-PE advertises the route with the export RT attribute of VPN_out to all 

Spoke-PEs.

6. Spoke-PE2 advertises the route to Spoke-CE2 through EBGP.





• The process of advertising routes from Spoke-CE1 to Spoke-CE2 is as follows:

1. Spoke-CE1 advertises a route to Spoke-PE1 through OSPF 100.

2. Spoke-PE1 advertises the route to the Hub-PE through IBGP.

3. The Hub-PE imports the route to the VPN_in routing table through the import 

RT attribute of the VPN instance (VPN_in). After the BGP route is imported into 
OSPF 100, the route transmitted from Spoke-PE1 is advertised to the Hub-CE.

4. The Hub-CE receives the route through OSPF 100. After route import is 
configured, the route is advertised to OSPF 200, and then OSPF 200 advertises 
the route to the Hub-PE.

5. The VPN instance (VPN_out) of the Hub-PE imports the route of OSPF 200 

multi-instance and advertises the route with the export RT attribute to all 
Spoke-PEs.

6. Spoke-PE2 advertises the route to Spoke-CE2 through OSPF 100.





• The process of advertising routes from Spoke-CE1 to Spoke-CE2 is as follows:

1. Spoke-CE1 advertises a route to Spoke-PE1 through OSPF 100.

2. Spoke-PE1 advertises the route to the Hub-PE through IBGP.

3. The Hub-PE imports the route into the VPN_in routing table through the import 
RT attribute of the VPN instance (VPN_in), and then advertises the route to the 

Hub-CE through EBGP.

4. The Hub-CE learns the route through the EBGP connection and advertises the 

route to the VPN instance (VPN_out) of the Hub-PE through another EBGP 
connection.

5. The Hub-PE advertises the route with the export RT attribute of VPN_out to 

Spoke-PE2.

6. Spoke-PE2 advertises the route to Spoke-CE2 through OSPF 100.



• The following takes the advertisement of the route destined for 192.168.1.0/24 from 
Spoke-CE1 to Spoke-CE2 as an example. The process is as follows:

1. Spoke-CE1 advertises a route to Spoke-PE1 through EBGP.

2. Spoke-PE1 advertises the route to the Hub-PE through IBGP.

3. The Hub-PE imports the route to the VPN_in routing table through the import 
RT attribute of the VPN instance (VPN_in) and advertises the route to the Hub-
CE through OSPF 100.

4. Hub-CE learns the route through OSPF 100 and advertises the route to the Hub-
PE through OSPF 200.

5. The VPN instance (VPN_out) of the Hub-PE imports the route of OSPF 200 and 
advertises the route with the export RT attribute of VPN_out to all Spoke-PEs.

6. The VPN instance on Spoke-PE2 imports the route based on the import RT. 
Spoke-PE2 advertises the route to Spoke-CE2 through EBGP.

• The VPN instance (VPN_out) on the Hub-PE advertises the route to Spoke-PE2 and 
Spoke-PE1 at the same time with the export RT. The route is imported by the Hub-PE 
through an IGP (OSPF 200). Because the IGP route does not carry the AS_Path
attribute, the AS_Path attribute is null. The AS_Path of the route destined for 
192.168.1.0/24 from Spoke-CE1 is not null. Therefore, the route returned by the Hub-
PE takes precedence over the route from Spoke-CE1. As a result, route flapping occurs. 





• In actual applications, if two sites that need to communicate are in the same AS, each 
site should consider the route of the other site as an inter-area route rather than an 

AS external route.





• The domain ID can be configured using the domain-id command in the view of the 
OSPF process bound to the VRF instance.

▫ By default, the domain ID is 0 (NULL). If different OSPF domains use NULL as the 
domain ID, these OSPF domains cannot be distinguished. Consequently, the 

routes between different OSPF domains are considered as intra-area routes.

▫ If an OSPF domain is configured with a non-zero domain ID, NULL is no longer 

the domain ID of the OSPF domain.

• It is recommended that all OSPF instances related to the same VPN use the same 

domain ID or the default domain ID.







• The loop generation process is as follows:

1. CE1 at site 1 advertises a route destined for 192.168.1.0/24 to PE1 using a Type 
3 LSA.

2. PE1 imports the route of the OSPF VPN1 process to BGP and advertises the 
route to PE2 and PE3 through MP-IBGP.

3. PE2 is configured to import routes from BGP to OSPF. Therefore, PE2 generates 
Type 3 LSAs and sends them to CE2. CE2 then advertises the Type 3 LSAs 
received from PE2 to PE3.

4. PE3 receives two routes destined for 192.168.1.0/24. One is advertised by PE1, 
and the other is imported by PE2. By default, IGP (OSPF) routes have a higher 
priority than IBGP routes. Therefore, PE3 selects OSPF routes.

5. PE3 advertises the optimal route learned from OSPF to PE1 through MP-IBGP.

▫ In this case, PE1 has two routes to the destination network segment 
192.168.1.0/24. One is learned from CE1 through OSPF, and the other is learned 
from PE3 through MP-IBGP. The following problems may occur:

▪ PE1 withdraws the route to 192.168.1.0/24. If the link between PE1 and PE2 
is blocked, BGP Update messages cannot be sent to PE2. As a result, the 
route sent by PE3 to PE1 still exists. (In normal cases, the route is 
withdrawn when PE1 sends Update messages to PE2.) The next hop of the 
route from PE1 to 192.168.1.0/24 is PE3. Routing loops occur.

▪ If the priority of the MP-IBGP route on PE1 is higher than that of the OSPF 
route, PE1 preferentially selects the BGP route advertised by PE3. In this 
case, PE1 needs to withdraw the BGP route advertised to PE2. As a result, 
PE3 withdraws the BGP route advertised to PE1, and PE1 preferentially 
selects the OSPF route again. As a result, route flapping occurs.



• By default, the DN bit in LSAs generated by OSPF is set to 1. You can run the dn-bit-
set disable command to disable OSPF from setting the DN bit in LSAs.



• The loop generation process is as follows:

1. CE1 advertises a route destined for 192.168.1.0/24 to PE1 through EBGP. The 
AS_Path of the route is 65001.

2. PE1 advertises the route to PE2 and PE3 through MP-IBGP.

3. PE2 imports BGP routes to the OSPF VPN1 process and advertises a Type 5 LSA 
destined for 192.168.1.0/24 to CE2.

4. CE2 advertises the Type5 LSA to PE3.

5. PE3 preferentially selects an OSPF route (the OSPF route has a higher priority 
than the IBGP route) and advertises an Update message to PE1 through MP-
IBGP.

6. PE1 receives the MP-IBGP Update message from PE3. The MP-IBGP route 
advertised by PE3 has a higher priority than the EBGP route advertised by CE1 
because the MP-IBGP route is an IGP (OSPF) route imported by BGP on PE3 and 
its AS_Path is null. PE1 prefers the route advertised by PE3.

7. In this case, a routing loop is formed: PE3 -> CE2 -> PE2 -> PE1 -> PE3.

• Because PE1 does not preferentially select the route learned from CE1, PE1 withdraws 
the route advertised to PE2. The imported BGP route is also withdrawn in the OSPF 
VPN instance process on PE2. Then, both CE2 and PE3 withdraw the OSPF routes. The 
BGP route advertised by PE3 to PE1 is also withdrawn. On PE1, the route learned from 
CE1 becomes the optimal route. As a result, route flapping occurs.

• The generation and elimination of Type 7 LSA-related loops are similar to those of 
Type 5 LSA-related loops, and are not described here.



• The VPN route tag is not transmitted in the BGP extended community attribute. The 
VPN route tag is valid only on the PEs that receive BGP routes and generate OSPF 

LSAs.

• By default, the VPN route tag is calculated based on the AS number of BGP. If BGP is 

not configured, the default value is 0.

• You can run the route-tag command to set a VPN route tag.







• Multiple sham links of the same OSPF process can share the same endpoint address, 
but different OSPF processes cannot have two sham links with the same endpoint 

address.



• When configuring a sham link, you can specify the route cost of the sham link. The 
default value is 1.
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